


 FSD Academy Data Protection Policy 2026–2027
 
Purpose

This Data Protection Policy ensures that FSD Academy complies with the UK GDPR and the Data Protection Act 2018. It outlines the principles and procedures for handling personal data to safeguard individuals' rights and manage information securely.

Policy Objectives
· Ensure the Academy, as Data Controller, adheres to GDPR and DPA, processing personal data lawfully.
· Provide staff with training on data protection principles.
· Mitigate risks associated with data breaches.

Scope
This policy applies to all personal data collected, processed, or stored by the Academy, in both physical and electronic formats. Personal data includes any information that can identify an individual directly or indirectly, such as names, identification numbers, or location data.

Principles
The Academy follows these principles:
1. Lawfulness, Fairness, and Transparency: Personal data must be processed legally, fairly, and transparently.
2. Purpose Limitation: Data is collected for specific, legitimate purposes only.
3. Data Minimisation: Only the necessary data is collected and used.
4. Accuracy: Data must be accurate and kept up to date.
5. Storage Limitation: Data should only be kept as long as needed.
6. Integrity and Confidentiality: Data security must be maintained to prevent unauthorized access or loss.

International Data Transfers
Personal data will only be transferred internationally where the transfer is lawful under UK data protection legislation and appropriate safeguards are in place. Where required, FSD Academy will consider relevant UK adequacy regulations, appropriate safeguards and any additional measures necessary to protect personal data. Advice will be sought from the person responsible for data protection where necessary.

Lawful Basis for Processing
FSD Academy will identify and document an appropriate lawful basis before processing personal data. Depending on the circumstances, this may include consent, contractual necessity, compliance with a legal obligation, protection of vital interests, performance of a task in the public interest where applicable, or legitimate interests where appropriate.
FSD Academy will not rely on consent where another lawful basis is more appropriate or where consent cannot be freely given.

Special Category Personal Data and Criminal Offence Data.
Sensitive data (e.g., health, racial or ethnic origin) requires a specific lawful basis such as explicit consent or substantial public interest.

Attendance and Children Missing Education Data)
Attendance and absence data will be recorded and monitored through CPOMS and shared with schools, partnerships, and the local authority as required. FSD should record attendance/non-attendance and promptly share concerns with the commissioning school/LA, Persistent absence and children missing education must be treated as safeguarding concerns under KCSIE 2026. All relevant data and actions must be promptly logged on CPOMS to support early identification and intervention.


Data Protection Impact Assessments (DPIA)
DPIAs must be conducted when high risks to individuals' rights are identified, such as when introducing new technology or projects.

Documentation and Records
The Academy will maintain records of data processing activities, including purposes, categories, and retention schedules, as well as consent records, DPIAs, and breach reports.
FSD Academy will use CPOMS as its secure electronic system for recording and monitoring safeguarding, attendance, behaviour, SEND, and wellbeing concerns. All staff are required to log relevant information promptly on CPOMS, in line with safeguarding and data protection requirements. Access to CPOMS is strictly role-based, password protected, and monitored via audit trails.

Low-Level Staff Concerns:
In addition to pupil safeguarding records, all low-level staff concerns must be logged on CPOMS in line with FSD Academy’s safer working practice and Behaviour/Staff Code of Conduct policies. This ensures consistency, transparency, and early intervention in safeguarding practice.

Retention of Safeguarding and Child Protection Records
Safeguarding and child protection records, including relevant records held electronically on CPOMS, will be retained securely and only for as long as is necessary in accordance with applicable legal requirements, safeguarding guidance and FSD Academy’s records retention arrangements.
FSD Academy will maintain clear, accurate and appropriately restricted safeguarding records during a student’s placement. Where a placement ends, relevant safeguarding information will be transferred securely and promptly to the student’s commissioning school, local authority or other appropriate education provider where this is necessary to support the continued safeguarding and welfare of the student.
The transfer of safeguarding information does not automatically require FSD Academy to retain a complete duplicate record. FSD Academy will determine what information, if any, needs to be retained following transfer, taking account of the purpose for retaining it, applicable legal requirements, safeguarding responsibilities and its records retention schedule.
Safeguarding records will be stored securely with access restricted to authorised persons. Records must be disposed of securely when the applicable retention period has expired.
Where there is uncertainty about the appropriate retention, transfer or disposal of a safeguarding record, advice must be sought from the Data Protection Lead and/or Lead DSL before any information is deleted or destroyed.


Privacy Notices
Clear, concise privacy notices will be provided at the point of data collection, explaining how personal data will be used, stored, and processed.

Individual Rights
Under the UK GDPR and Data Protection Act 2018, individuals have a number of rights in relation to their personal data. The availability of some rights depends on the lawful basis for processing and the circumstances in which the information is being used.
These rights may include:
· Right of access – the right to request access to personal data held about them, subject to applicable exemptions. 
· Right to rectification – the right to request that inaccurate or incomplete personal data is corrected. 
· Right to erasure – the right to request deletion of personal data in certain circumstances. This right is not absolute and information may need to be retained where there is a lawful reason to do so. 
· Right to restriction of processing – the right to request that the use of personal data is restricted in certain circumstances. 
· Right to object – the right to object to certain types of processing where this right applies. 
· Right to data portability – the right, in certain circumstances, to receive personal data in a structured, commonly used and machine-readable format or request its transfer to another organisation. 
· Rights relating to automated decision-making and profiling – individuals have rights in relation to certain decisions made solely by automated means that produce legal or similarly significant effects. 
· Right to withdraw consent – where FSD Academy relies on consent as the lawful basis for processing, the individual may withdraw that consent at any time. Withdrawal does not affect the lawfulness of processing carried out before consent was withdrawn. 
· Right to complain – individuals may raise concerns with FSD Academy about the handling of their personal data and have the right to make a complaint to the Information Commissioner's Office (ICO). 
Requests to exercise data protection rights should be referred promptly to the Data Protection Lead. FSD Academy will respond in accordance with the timescales and requirements of applicable data protection legislation.
Where a request relates to a child's personal data, FSD Academy will consider the child's rights, age and level of understanding, parental responsibility, safeguarding considerations and any applicable legal exemptions before information is disclosed.

Information Security
The Academy will implement security measures, such as encryption, access control, and regular assessments, to protect personal data.

Data Breaches
In the event of a data breach, the Information Commissioner’s Office (ICO) must be notified within 72 hours if individuals' rights are at risk. Affected individuals will also be informed if there is a substantial risk.
Replace it with:
Data Breaches
A personal data breach is a breach of security that results in the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data.
All staff must report any actual or suspected personal data breach immediately to the Data Protection Lead. Staff must not attempt to decide for themselves whether a breach is sufficiently serious to require further action.
Examples of a personal data breach may include:
· Sending an email or personal information to the wrong recipient. 
· Losing paperwork containing personal or confidential information. 
· Loss or theft of a device containing personal data. 
· Unauthorised access to CPOMS or another FSD Academy system. 
· Accidentally disclosing information to an unauthorised person. 
· A compromised password, phishing incident or cyber-security incident involving personal data. 
· Inappropriate access, alteration or deletion of personal information. 
FSD Academy will record and assess all personal data breaches and take appropriate steps to contain the breach, reduce any potential harm and prevent recurrence.
Where a personal data breach is likely to result in a risk to the rights and freedoms of individuals, FSD Academy will notify the Information Commissioner's Office (ICO) without undue delay and, where feasible, within 72 hours of becoming aware of the breach, in accordance with UK data protection legislation.
Where a breach is likely to result in a high risk to the rights and freedoms of an individual, FSD Academy will also inform the affected individual without undue delay, unless an applicable legal exception applies.
Where notification to the ICO is not required, FSD Academy will still maintain an appropriate internal record of the breach, the assessment undertaken, the decision reached and any action taken.
Where a data breach also raises a safeguarding concern, the matter must be reported immediately to the Lead DSL or a Deputy DSL and managed in accordance with FSD Academy's Safeguarding and Child Protection Policy.

Information Sharing: Seven Golden Rules & ICO’s 10-Step Guide

Seven Golden Rules for Information Sharing:
1. Ensure the decision to share is lawful.
2. Keep individuals informed.
3. Share information with the appropriate people.
4. Share only necessary and relevant information.
5. Ensure information shared is accurate.
6. Act promptly.
7. Keep a record of decisions.
ICO 10-Step Guide to Information Sharing for Safeguarding:
· Follow a structured approach for decisions.
· Use clear justifications for sharing data.
· Ensure data is shared securely and responsibly to safeguard children.
In line with KCSIE 2025, data protection considerations must never be a barrier to safeguarding. Staff must share information with safeguarding partners (DSL, social care, police, health) when there is a risk of harm, even if consent has not been obtained. All decisions and justifications for sharing or withholding information must be clearly documented on CPOMS.

Statutory Guidance Alignment:
Information sharing via CPOMS will follow the statutory duties set out in Keeping Children Safe in Education 2026 and Working Together to Safeguard Children 2026. Safeguarding considerations will always take precedence over data protection concerns where a child may be at risk of harm.

Filtering and Monitoring:
All digital systems, including CPOMS, are subject to FSD Academy’s filtering and monitoring arrangements to ensure that safeguarding and data protection are upheld in line with KCSIE 2026. Alerts generated through monitoring will be reviewed by designated staff, and any safeguarding concerns will be logged and acted upon without delay.

Training
Staff will receive regular data protection training to ensure compliance with GDPR and safeguarding requirements.
All staff will receive mandatory annual training on the use of CPOMS, data protection in safeguarding contexts, and updates from KCSIE 2026. Training will ensure staff understand how to record and share information lawfully, fairly, and promptly to protect children.

Consequences of Non-Compliance
Non-compliance may lead to disciplinary action, including dismissal. For external parties, contracts may be terminated.

The Data Protection Officer (DPO) is responsible for ensuring CPOMS and all safeguarding records remain GDPR compliant. Directors will receive an annual Data Protection and Safeguarding Report, which includes outcomes of CPOMS audits, compliance checks, and recommendations for improvement.

Policy Review
This policy will be reviewed periodically to reflect changes in legislation or best practices.

Contact Information
For questions, contact the Data Protection Officer (DPO) Sarah Thorpe or your line manager.
For more details, consult the ICO’s website on data protection guidance.


This policy is to be reviewed and updated at least every 12 months. 
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