

                               
FSD Academy
Online Safety and E-Safety Policy 2026–2027
1. Introduction
FSD Academy recognises that technology and the internet provide valuable opportunities for education, communication and personal development. However, they can also expose children and young people to safeguarding risks.
This policy sets out FSD Academy's approach to protecting learners, staff and the wider FSD community from online harm while promoting safe, responsible and appropriate use of technology.
Online safety is an integral part of safeguarding and is considered throughout FSD Academy's policies, procedures, curriculum and day-to-day practice.
This policy should be read alongside FSD Academy's:
· Safeguarding and Child Protection Policy 2026–2027 
· Behaviour Policy 
· Student Code of Conduct 2026–2027 
· Staff Code of Conduct 
· Acceptable Use of Technologies Policy and Agreements 
· Anti-Bullying Policy 
· Data Protection Policy 
FSD Academy will have regard to current statutory and national guidance, including Keeping Children Safe in Education (KCSIE) 2026, Working Together to Safeguard Children 2026, relevant DfE filtering and monitoring standards, the Data Protection Act 2018 and UK GDPR.
2. Purpose
FSD Academy aims to:
· Safeguard learners from potentially harmful and inappropriate online material. 
· Ensure online safety is embedded within our safeguarding approach. 
· Educate learners about safe, responsible and appropriate use of technology. 
· Ensure staff understand their responsibilities for online safety. 
· Maintain appropriate filtering and monitoring arrangements. 
· Identify and respond promptly to online safeguarding concerns. 
· Promote digital literacy and critical thinking. 
· Protect personal and confidential information. 
· Provide clear expectations regarding mobile phones, smart technology and personal devices. 
· Respond appropriately to emerging technologies and risks, including generative artificial intelligence. 
3. Scope
This policy applies to all students, staff, volunteers, contractors and visitors.
It applies to:
· FSD Academy devices and networks. 
· Internet access provided by FSD Academy. 
· Personal devices brought onto FSD premises. 
· Technology used during off-site and community-based activities. 
· Online communication relating to FSD Academy. 
· Online behaviour outside FSD where it creates or contributes to a safeguarding concern or significantly affects the safety or welfare of a learner or member of the FSD community. 
4. The 4 Cs of Online Safety
FSD Academy recognises the four broad areas of online risk identified within KCSIE:
Content – being exposed to illegal, inappropriate or harmful content, including pornography, racism, misogyny, self-harm or suicide content, misinformation, disinformation, conspiracy theories, extremist material and other harmful content.
Contact – being subjected to harmful online interaction with other users, including peer pressure, commercial advertising, adults posing as children or young adults, grooming and exploitation.
Conduct – personal online behaviour that increases the likelihood of, or causes, harm. This includes making, sending or receiving explicit images, online bullying and inappropriate sharing of personal information.
Commerce – risks including online gambling, inappropriate advertising, phishing, scams and financial exploitation.
Staff should understand that online safeguarding concerns can move between these categories and may involve more than one type of risk.
5. No Mobile Phone and Personal Device Policy
FSD Academy operates as a No Mobile Phone provision.
Students must hand in mobile phones and other personal internet-enabled or communication devices at the beginning of their FSD session/day.
This includes, where applicable:
· Mobile phones 
· Smartwatches 
· Tablets 
· Personal gaming devices 
· Earbuds/headphones connected to personal devices 
· Other personal devices capable of accessing the internet, communicating, photographing, videoing or recording 
Devices will be stored securely by FSD Academy and returned to the student at the end of their session/day.
Students must not retain a second or undisclosed device.
Students are not permitted to photograph, video or record other students, staff or FSD activities using personal devices.
The No Mobile Phone rule applies during on-site provision, off-site/community activities and FSD transport.
Where a student requires access to a device because of an agreed medical, SEND, disability or other exceptional need, arrangements must be agreed with FSD Academy in advance and an appropriate reasonable adjustment will be considered.
Failure to hand in a device, possession of an undisclosed device or unauthorised use will be managed in accordance with FSD Academy's Behaviour Policy and Student Code of Conduct.
6. Filtering and Monitoring
FSD Academy will maintain appropriate filtering and monitoring arrangements for its technology and internet systems.
The Designated Safeguarding Lead (DSL) has lead responsibility for safeguarding and online safety, including oversight of filtering and monitoring arrangements.
FSD Academy will:
· Regularly review the effectiveness of filtering and monitoring arrangements. 
· Identify and assign appropriate roles and responsibilities for managing filtering and monitoring systems. 
· Ensure filtering does not unreasonably restrict access to appropriate educational material. 
· Ensure staff understand their responsibilities in relation to filtering and monitoring. 
· Ensure staff know how to report concerns, inappropriate content or suspected breaches. 
· Consider the age, needs, SEND requirements and vulnerabilities of learners when reviewing arrangements. 
· Respond appropriately where monitoring identifies a potential safeguarding concern. 
Filtering and monitoring systems do not replace appropriate staff supervision.
7. Acceptable Use of Technology
Students may only use FSD Academy technology for authorised and appropriate purposes.
Students must:
· Follow staff instructions regarding use of technology. 
· Use Academy systems responsibly. 
· Keep passwords and login information secure. 
· Never attempt to bypass filtering, monitoring or security controls. 
· Never access, create, download or distribute illegal or harmful content. 
· Never use technology to bully, harass, threaten or intimidate another person. 
· Never access another person's account without permission. 
· Report concerning or inappropriate online material to staff immediately. 
FSD Academy's Acceptable Use of Technologies Agreement provides further expectations for students and staff.
8. Social Media and Online Communication
Students are not permitted to access personal social media accounts during FSD Academy provision.
Online bullying, harassment, threats, discrimination, sexual harassment or other harmful online behaviour involving FSD students will be taken seriously.
Where online behaviour outside FSD Academy creates a safeguarding concern or has a significant impact upon learners or the FSD community, FSD Academy may respond in accordance with its Safeguarding and Behaviour Policies and liaise with parents/carers, commissioning schools, police or other agencies where appropriate.
Staff must maintain professional boundaries online and must not communicate or connect with students through personal social media accounts.
9. Cyberbullying and Online Harassment
Cyberbullying includes bullying or harassment through social media, messaging applications, gaming platforms, email or other digital communication.
Concerns involving cyberbullying will be assessed to determine whether they constitute a behaviour concern, safeguarding concern, or both.
FSD Academy will:
· Record and investigate reported concerns appropriately. 
· Provide support to affected learners. 
· Inform parents/carers and commissioning schools where appropriate. 
· Consider appropriate interventions and consequences. 
· Refer concerns to safeguarding partners or police where necessary. 
10. Sharing Nude or Semi-Nude Images
FSD Academy recognises the safeguarding risks associated with the creation, possession, requesting and sharing of nude or semi-nude images involving children and young people.
Students will be educated about the risks associated with requesting, taking, sending, receiving, saving or forwarding such images.
Any incident involving nude or semi-nude images will be reported immediately to the DSL or Deputy DSL and managed as a safeguarding concern in accordance with current safeguarding guidance.
Staff must not intentionally view, copy, print, forward or save an indecent image of a child unless specifically required as part of an authorised safeguarding or law-enforcement process.
11. Generative Artificial Intelligence (AI)
FSD Academy recognises that generative AI tools can provide educational benefits but may also present safeguarding, privacy and information-security risks.
These may include:
· Inaccurate or misleading information. 
· Misinformation and disinformation. 
· Biased or discriminatory outputs. 
· Inappropriate or harmful content. 
· Privacy and personal-data risks. 
· Creation or manipulation of images. 
· Impersonation, deepfakes and misleading content. 
· Academic dishonesty or inappropriate reliance upon AI. 
Learners may only use generative AI tools as part of FSD activities where authorised and appropriately supervised by staff.
Personal, confidential or safeguarding information must not be entered into publicly accessible AI systems unless an approved system and lawful process has been specifically authorised.
Any harmful or concerning AI-generated material involving a learner will be considered under FSD Academy's safeguarding procedures.
12. Images, Video and Recording
Photographs, video or audio involving students must only be captured for legitimate and authorised purposes.
FSD Academy will ensure:
· Appropriate consent arrangements are in place where required. 
· Staff use authorised devices and systems. 
· Images and recordings are stored securely. 
· Personal devices are not used by staff to photograph or record students unless specifically authorised under an agreed procedure. 
· Images are not retained longer than necessary. 
· Student information is not unnecessarily disclosed alongside published images. 
Students must not photograph, video or audio-record another student or member of staff without permission.
13. Data Protection and Privacy
Personal and sensitive information must be handled in accordance with FSD Academy's Data Protection Policy, the Data Protection Act 2018 and UK GDPR.
Staff and students must take reasonable steps to protect passwords, accounts and personal information.
Safeguarding information must only be shared with appropriate individuals and organisations where there is a lawful basis and safeguarding purpose.
14. Online Radicalisation and Extremism
FSD Academy recognises that online environments may be used to expose children and young people to extremist material or facilitate radicalisation.
Staff should remain alert to concerning changes in online behaviour or activity which may indicate that a learner requires support or protection.
Concerns about a learner who may be susceptible to radicalisation or being drawn into terrorism must be reported immediately to the DSL or Deputy DSL and considered in accordance with FSD Academy's Safeguarding Policy and Prevent procedures.
15. Roles and Responsibilities
Directors are responsible for ensuring appropriate oversight of safeguarding and online safety arrangements and that appropriate resources are available.
Lead DSL – Sarah Thorpe has lead responsibility for safeguarding and online safety, including oversight of filtering and monitoring arrangements and responding to online safeguarding concerns.
Deputy DSLs – Dylan Robertson and Charleigh Barnes support the DSL in responding to safeguarding and online safety concerns.
All staff are responsible for:
· Maintaining professional online conduct. 
· Following FSD Academy's Acceptable Use requirements. 
· Providing appropriate supervision. 
· Remaining alert to online safeguarding risks. 
· Reporting concerns immediately. 
· Understanding their responsibilities regarding filtering and monitoring. 
Students are expected to follow the Student Code of Conduct and Acceptable Use requirements and report anything online that makes them or another person feel unsafe.
Parents/carers are encouraged to support safe and responsible technology use outside FSD Academy and report relevant concerns that may affect their child's safety or placement.
16. Staff Use of Technology
Staff must maintain appropriate professional boundaries when using technology.
Staff must:
· Use authorised accounts and systems for professional communication. 
· Protect passwords and confidential information. 
· Never use personal social media accounts to communicate with students. 
· Follow FSD Academy's Staff Code of Conduct and Acceptable Use Agreement. 
· Report suspected data breaches, cyber incidents and safeguarding concerns immediately. 
· Not use personal devices to store confidential learner or safeguarding information. 
· Ensure technology use does not compromise the privacy, dignity or safety of learners. 
17. Education and Training
Online safety will form part of FSD Academy's wider safeguarding education.
Staff will receive appropriate online-safety training as part of safeguarding induction and regular safeguarding updates.
Learners will receive age-appropriate guidance on issues including:
· Online relationships. 
· Cyberbullying. 
· Grooming and exploitation. 
· Privacy and personal information. 
· Digital footprints. 
· Misinformation and disinformation. 
· Sextortion and financial exploitation. 
· Sharing nude and semi-nude images. 
· Radicalisation. 
· AI and manipulated/deepfake content. 
· Scams and phishing. 
· Reporting online concerns. 
18. Reporting Online Safety Concerns
All online safeguarding concerns must be reported immediately to the DSL or, where unavailable, a Deputy DSL.
Lead DSL: Sarah Thorpe
Deputy DSLs: Dylan Robertson and Charleigh Barnes
Staff must not delay reporting a concern while completing written documentation.
Safeguarding concerns will be appropriately recorded and, where necessary, shared with parents/carers, commissioning schools, local authorities, Children's Social Care, police, Prevent/Channel or other relevant agencies.
Where there is an immediate risk of significant harm, appropriate emergency action will be taken.
19. Responding to Breaches
Breaches of this policy will be considered according to the circumstances and may be addressed under FSD Academy's Behaviour Policy, Student Code of Conduct, Staff Code of Conduct, safeguarding procedures or disciplinary procedures.
Responses will be proportionate and will take account of safeguarding concerns, SEND, disabilities, vulnerabilities and any appropriate reasonable adjustments.
Serious incidents involving illegal material, exploitation, threats, sexual content, radicalisation or other significant safeguarding concerns may be referred to external safeguarding or law-enforcement agencies.
20. Monitoring and Review
FSD Academy will regularly review online-safety arrangements, including filtering and monitoring, emerging technology and safeguarding risks.
This policy will be reviewed at least annually, or earlier where there are changes to legislation, statutory guidance, technology, safeguarding risks or FSD Academy procedures.
 
	COMPLETED BY  
	SARAH THORPE
	DATE 
Reviewed 
	14/08/2025
August 2026

	SIGNTURE
	[image: A pair of glasses

Description automatically generated with low confidence]
	REVIEW DATE 
	August 2027







image1.jpeg




image2.png




